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CYBERSECURITY CAPABILITY MATURITY MODEL

Understand Your Cybersecurity Gaps to Set Your Strategy and Priorities

There is no other risk

Traditional risk assessments can produce hundreds assessment program
of findings making it difficult to prioritize where that prOVideS the Clarity

you need to focus your efforts to improve security.

Traditional risk assessments can also take a long time practlcallty A _return el
to complete and don't create alignment between investment achieved by the

teams. Sensato C2M2 program.”

A Cybersecurity Capability Maturity Model _ _
(C2M2) produces actionable findings, creates a — Patrick Neece, CIO, Lake Regional

foundation for strategy and investment, and achieves
boardroom-to-basement alignment.

The Sensato Cybersecurity Capability Maturity Model (C2M2) quickly identifies priorities and

provides the foundation for an achievable cybersecurity strategy.

Achieve the following goals with a Cybersecurity Capability Maturity Model:

* Achieve boardroom-to-basement alignment * |dentify current state as quickly as possible
* Actionable findings and recommendations * Integrate with current security efforts

* Create a foundation for cybersecurity strategy  Support compliance and regulatory

and investment requirements
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Evaluation of Cybersecurity Top Priorities

* Evaluated on ten domains, based on cybersecurity best practices

* Each domain is a logical grouping of cybersecurity practices

* Cybersecurity practices are grouped by objective and target
achievements considered critical best practices for that domain

Integrated Results: - Sl <

* Get an immediate understanding of your gaps and priorities i

e Results are cross walked to NIST CSF, NIST 800-53, and HIPAA

* Customized program providing an integrated maturity model and
risk assessment that supports regulatory requirements

* Receive a toolkit of results to set your short-term and long-term

cybersecurity strategies

The Sensato C2M2 program is designed to go beyond
just checking the box, and provides you with a set of
tools that can supercharge your cybersecurity program to

ultimately protect your data and your patients.

Rapid Deployment

* Average workshop can be completed (including results) in less than 45 days
* Get asingle boardroom-to-basement alignment understanding of current cybersecurity maturity

Easy to Understand Dashboard:

The C2M2 dashboard can be used to engage your . s 3
colleagues, executive team, and board members " e 6 a e ’3
and is the cornerstone for strategy planning, risk a R
prioritization, and investment analysis. e o e @ A Y
The dashboard provides a visual representation = o e o o o o o o By

of your current status and can be run quarterly to o - =
understand your progress over time. oy
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The Toolkit:

The C2M2 program includes a set of reports, debriefings, and guidance tailored to your audience and requirements. Some
examples include:
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* Detailed findings by domain REL?E:EEIE"& 7
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* Specific actionable task-based recommendations, 2
cross-walked to NIST-CSF, 800-53, and HIPAA sensato

* High-level strategy prioritization
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* Detailed roadmap to achieve identified goals
* Board and team briefings
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